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Glossary of Terms

Authentication

Authorization

Availability

Confidentiality

Integrity

Usability

Usable

The process of confirming an identity as it is portrayed

The process of defining whether an action is allowed for a given
identity

The requirement for information to be available for access when
required, without delay.

The principle of restricting access to information to those who have
been granted access by its owner

The principle of restricting modification of information to those who
have been granted rights to do so by its owner

The ease with which something can be used to achieve a specific goal

The ability for something to be used for a specific goal without
hindrance and excessive complication. See also, Usability
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Abstract

This thesis addresses the problem of achieving fine-grained and sustained control of access to
electronic information, shared in distributed collaborative environments. It presents an
enhanced approach to distributed information security architecture, driven by the risks,
guidelines and legislation emerging due to the growth of collaborative working, and the often
associated increase in storage of information outside of a secured information system

perimeter.

Traditional approaches to access control are based on applying controls at or within the
network perimeter of an information system. One issue with this approach when applying it
to shared information is that, outside of the perimeterized zone, the owner loses control of
their information. This loss of control could dissuade collaborating parties from sharing their
information resources. Information resources can be thought of as a collection of related
content stored in a container. Another issue with current approaches to access control,
particularly to unstructured resources such as text documents, is the coarse granularity of
control they provide. That is, controls can only apply to a resource in its entirety. In reality,
the content within a resource could have varying levels of security requirements with
different levels of control. For example, some of the content may be completely free from
any access restriction, while other parts may be too sensitive to share outside of an internal
organisation. The consequence being that the entire resource is restricted with the controls
relevant to the highest level content. Subsequently, a substantial amount of information that
could feasibly be shared in collaborative environments is prevented from being shared, due to

being part of a highly restricted resource.

The primary focus of this thesis is to address these two issues by investigating the
appropriateness and capability of perimeter security, and entire-resource protection, to

provide access control for information shared in collaborative distributed environments.

To overcome these problems, the thesis develops an access control framework, based on
which, several formulae are defined to clarify the problems, and to allow them to be
contextualised. The formulae have then been developed and improved, with the problem in

mind, to create a potential solution, which has been implemented and tested to demonstrate



that it is possible to enhance access control technology to implement the capability to drill
down into the content of an information resource and apply more fine-grained controls, based
on the security requirements of the content within. Furthermore, it is established that it is
possible to shift part of the controls that protect information resources within a secure
network perimeter, to the body of the resources themselves so that they become, to some
extent, self protecting. This enables the same controls to be enforced outside of the secure

perimeter.

The implementation is based on the structuring of information and embedding of metadata
within the body of an information resource. The metadata effectively wraps sections of
content within a resource into containers that define fine-grained levels of access control
requirement, to protect its confidentiality and integrity. Examples of the granularity afforded
by this approach could be page, paragraph, line or even word level in a text document. Once
metadata has been embedded, it is bound to a centrally controlled access control policy for
the lifetime of the resource. Information can then be shared, copied, distributed and accessed
in support of collaborative working, but a link between the metadata and the centrally
controlled policy is sustained, meaning that previously assigned access privileges to different

sections of content can be modified or revoked at any time in the future.

The result of this research is to allow information sharing to reach a greater level of

acceptance and usage due to:

i.  the enhanced level of access control made possible through finer-grained controls,
allowing the content of a single resource to be classified and restricted at different

levels, and

ii.  the ability to retain sustained control over information through modifiable controls,
that can be enforced both while the information is stored on local information

systems, and after the information has been shared outside the local environment.



Chapter 1 - Introduction

In both academia and industry, information is frequently shared between consortia and
individuals who work collaboratively for the duration of a project. Collaborative working
arrangements can have a dynamic lifespan, with users, roles, and the access control
requirements of shared information resources changing at any time from project inception to
completion. During that time, the owner of a shared information resource (resource owner)
may wish, or be legally required to, revoke access to content previously shared with
distributed collaborators in an Internet connected environment. An Internet connected
environment effectively is a set of machines that are connected through the Internet. Internet
connectivity is not always permanent; machines may connect and disconnect periodically.

However, we assume Internet connectivity is present for the purposes of collaboration.

A prominent characteristic of most existing access control technology is that it enforces
access control for information resources at, or within, a secured network, which places a
perimeter of control, often a Firewall, between the information and the external Internet
connected environment. Thus, outside the perimeter, access control is unenforceable,
meaning access control enforcement is not possible after information has been shared and
moved outside the perimeter. This poses a significant problem to organisations that require
the ability to retain control of their information after it has been shared and moved beyond the
perimeter, and often leads to data losses or the withholding of some information that would
be useful to be shared with consortia members. Additionally, as collaborative working
arrangements evolve, access control rights for shared information may also change. New
consortium members may be given access to shared information, while other members may
leave the consortium, and have their access rights revoked. To enable this, the access control
policy for shared information needs to be modified, and the changes enforced on information
shared outside the perimeter. This is not currently possible. Therefore, there is a requirement
to develop an approach to access control that could be implemented to enhance the capability
of existing technology, to be able to support the definition, modification and enforcement of

the access control policy, for information stored outside the perimeter.



Furthermore, information resources are containers for a collection of related pieces of
information, which often have varying levels of security requirements. Text documents and
databases are examples of information resources. Certain parts of a resource may be restricted
to use within an organisation, such as personal information protected by data protection laws
or unpatented intellectual property. Other parts may be non-sensitive content that could be
shared with collaborating partners. It may not be trivial to remove the restricted content
before sharing, as it may be mixed into sections of less sensitive content. Another prominent
characteristic of existing access control technology is that it enforces access control policy on
the entire-resource, and not on different sections of content within the resource. As a result,
the restricted content within a resource, often means the entire resource is not shared, limiting
the effectiveness, dynamism, and potential of collaborative working. This presents a
requirement for an approach to access control that could enhance the functionality of existing
technology, such that it can apply controls not only to the resource in its entirety, but to

different levels of the content within.

This thesis focuses on addressing these requirements, and aims to provide an approach to
access control more suitable for supporting the sharing of information in distributed
collaborative working environments, by developing a framework which supports these
requirements and could theoretically be implemented to enhance existing access control
technology. Because the drivers for this research stem from collaborative working involving
text-based documents, the research and its results are applied specifically to text-based
documents for the purpose of exemplifying and testing the suggested approach. However, the
conclusions in Chapter 7 give some insight as to the wider applicability of the research,
including databases. The rest of this chapter outlines the background and motivation behind
the research, and defines the research methodology adopted to address these requirements,
before defining the hypothesis and the contributions that proving the hypothesis would make

to the information security domain.

1.1. Background and Motivation for Research

The emergence of high-speed networks in support of Grid Computing [FKNT02], Service-
Oriented Architectures (SOA) [PL03], Web 2.0 [Ore07], and Cloud Computing [Hay08], and



an ever increasing connection to mobile Internet [VCO02], has dramatically enhanced the
connectivity and data transfer potential between distributed Information Systems (IS). IS
users can now use electronic devices such as PDAs, mobile phones and laptops to send and
receive data through high-speed network connections and wireless communication protocols,
enabling an underpinning infrastructure for collaborative working through the sharing and co-

development of information resources.

Collaborative working arrangements can have a dynamic lifespan and can vary tremendously
in their purpose, scope and community [CLO87, CAGLO07, She00, FKTO1]. Roles, users, and
the access control requirements of information content shared in collaborative environments
may change at any time during, or at the end of, a collaboration arrangement. Resource
owners need to control access to information shared with their collaborators and, at any time,

may wish, or be legally required, to revoke access to previously shared content.

A scenario that represents this kind of environment is the sharing of information from
Electronic Health Records (EHRs) in the health and social care domain. A typical sharing
scenario starts with a patient presenting symptoms to their GP, being assessed, and being
diagnosed. A report is then written by the GP. If the symptoms present a case for further
investigation, such as a painful lump beneath the skin, the GP may also write a referral letter.
The referral letter will contain information such as the presented symptoms, symptom
duration, location and degree of pain it is causing. The referral may require the patient to visit
a hospital. The hospital would be given access to the GP’s report, the referral letter and
perhaps some medical history. The hospital visit may result in a scan and an associated
report. If required, the patient may be referred to a second hospital, which results in a physics
report. The second hospital would be given access to the GP’s report and referral letter, and
the scan and report from the first hospital. If a cancer is confirmed, the patient will be
referred to a consultant oncologist who will write a prognosis report and write up a course of
treatment, based on all the relevant information shared by the other institutions. Various
other reports are generated as treatment continues. Any of these document outputs may be
requested and shared between any of the healthcare professionals along the patient care path,
as they collaborate to treat the patient. The GPs, clinicians, consultants and biomedical staff
effectively become a collaborative consortium, working at different geographic sites within

their own distributed, autonomous network perimeters.



Each institution is legally responsible for the data protection of the information they hold
about a patient, under the UK Data Protection Act (1998) [DPA98]. Additionally, as
Perioellis et al. [PCC+06] note, collaborative working environments are dynamic by nature
and thus access rights should not be automatically assumed on inclusion in a collaborative
working consortium. Rather they should be granted and removed when necessary throughout
the lifetime of the collaboration. Access rights for a particular collaborator may vary
depending on the task in which a collaborator is active. Therefore, if information is to be
shared between organisations, there is a clear requirement for resource owners to retain
management of the access control policy for information shared outside their perimeter. In
the healthcare scenario, each collaborator only needs access to a patient’s medical record for
the duration of the patient care, and even then, they only need access to the parts of the record
that are required to perform their role in the collaboration. For example, while the clinician
performing a scan at a hospital might need access to the patient’s medical history to
determine if the patient has a medical condition that could be aggravated by the scanning
process, there may be certain sensitive parts of that information such as a history of mental
illness or HIV status that do not need to be shared, and would ideally be removed from the
report before it is shared to limit the potential risk of its exposure. As Anderson points out
[And08], there is an ongoing effort to achieve acceptance of the Electronic Patient Record
(EPR) in accordance with the British Medical Association (BMA) Security Policy [And08].
The problem of how to restrict access to specific parts of patient records, such as identity,
medical history, sexuality, and prescribed medication is an ongoing situation. More people
now have electronic access to patient information and current technology has not managed to
implement an effective means of “sealing and locking” certain parts of the patient record to
provide selective restricted access to a document. There is therefore a requirement for access
control to be applied to content within a resource at different levels, as well as to the resource

in its entirety.

This scenario poses two key requirements to achieving the secure sharing of information in
collaborative working environments: sustained control of information after it is shared, and
varying levels of control over the content of a shared resource, not just the resource in its
entirety. These requirements are not unique to this scenario. The concept of access control
retention and limiting access to certain parts of shared resources is applicable to any
organisation wishing to share information in an Internet connected environment, for which

they have a responsibility, to themselves or others, to protect. Changes to the UK Data
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Protection Act (1998) [DPA98] mean stricter controls and harsher penalties for data
controllers who leak personally identifiable information. In addition to this, many
organisations have information resources that would cause financial or reputational loss if not
controlled properly, but would be useful to share with collaborators for the purpose of
achieving a shared goal. Examples of this are pre-budget financial reports, ideas for new
products and services, and designs for technology, machinery or new pharmaceutical drugs.
All of these could be developed in distributed collaborative working environments, and could
be harmful if not properly controlled. Indeed the latest Boeing aircraft can be assembled and
rolled out in three days [BOE], largely due to distributed collaborative development and
manufacture. The plans for the aircraft are very sensitive to Boeing but must be shared in a
distributed collaborative working environment to facilitate the speed of assembly. This
research is applicable to any individual or organisation that shares information with other
parties, in a collaborative Internet connected environment, and has a responsibility to protect

the information while it is being shared.

1.2. Developing a Framework for Access Control

These requirements are currently extremely difficult to support using existing access control
technology, and provide motivation for research into enabling such support. The limitations
of existing technology are discussed in a literature review in Chapter 4. However, the reasons
why it is currently difficult to support these requirements are very clear from a high level
overview of existing access control technology. It is possible to formulate a basic access
control framework as follows, which aims to represent a typical current situation such as the
health information sharing problem [And08] and the collaborative working environment at

Boeing [BOE], as defined in Section 1.1.
Let D be a set of documents.
Let C be set of information classification schemes.
Let Ube a set of users.
Let A be a set of actions (to be performed on a document).

Let R be a set of access control rules.



Within a distributed collaborative environment, it is possible to take an individual
organisation’s classification scheme (cx) where ¢ € C, a user (u,) where u, € U, and assign
the user a security label from the information classification scheme. This creates a user
security label c,. It is possible to take a document owned by that organisation (d;) where d, €
D, and do the same, giving a document security label cxz Assuming the labels in ¢ are
ordered in some way, i.e. for any two labels c;; and cy;, where ¢ « ¢, cri < ¢y 0T Cra > cij, both
user and document labels represent security levels. The document label represents the level of
security required for a user to access the information held within. The user label typically
represents the highest security level for which they can obtain access. This means there will
exist some relationship between cg, and ¢, that determines whether access should be granted
or denied. These relationships are expressed using rules, defined by the organisation. A set of
access control rules (r,) where r, C R, as defined by the organisation, can be defined to
support access control decisions and restrict user access to a document. Using elements from
the basic access control framework, we can express perimeterized access control decisions as
a function f(cuw.ckaairr), where the function is passed a user label c,, the target document
label ¢4 the requested action a;, where a;,€ A, and set of rules 7, as input parameters. The
function then determines if the requested action is allowed or denied by evaluating the set of
access control rules defined by the organisation (), and a result of ‘allow’ or ‘deny’ would
be returned. For example, if an access control rule (75;) states that the user’s security label
must be greater than that of the document in order to gain read access, i.e. rp; where ry; €7, =
Cku > Cra, an invocation of the function with input parameters ¢, = Level0 and cxs = Levell,
would result in an output of deny because LevelO is not greater than Levell. Access control

rules are explained in further detail in Chapter 3.

However, assigning a security label cis to a document d,. means the entire document is
classified at a single level. This assumes that the user, should they meet the requirements of
the access control rules, is able to access the entire document, and that all content within the
document has the same security requirements. This is often not the case. For example, take
the Electronic Patient Record (EPR) sharing scenario. The record comprises demographic
patient details, medical history, current and previously taken medication, and long-term
illness details. The information owner, for example a GP, may wish to share some of this
information with a local hospital when referring a patient. Or, from a global view, a patient
may become ill while abroad and the local hospital may require access to an EPR to

understand a patient’s reaction to a particular treatment. The GP, and in fact the patient, may



not wish to share the entire record. Long term illness such as HIV or previous medication for
depression is not relevant to anyone other than the GP and could be damaging to the patient’s
reputation if exposed. For this reason, only part of the document should be shared. The basic
access control framework cannot support access control beyond a document in its entirety
and for that reason becomes inappropriate at this point for information shared in distributed
collaborative environments. An investigation is needed to extend the framework to support a

more granular level of access control.

A major limitation relating to the sustained control of information after being shared with
collaborators is the current approach taken to providing access control. Traditional
approaches to access control are based on a perimeterized approach. Documents are stored
inside secured perimeters and access control is enforced at, or within, the perimeter. Network
perimeter technology is the most commonly used barrier between users and information. An
organisation will set up its information system, store all its information resources and access
control rules on local disks and servers within a local area network and deploy controls such
as firewalls that control incoming and outgoing connections at the network perimeter to
protect the information held within. According to the BERR 2008 survey conducted by Price
Waterhouse Coopers [BERRO8], 98% of organisations use this approach. However, a
distributed collaborative information-sharing environment is inherently detrimental to the
security of information secured using the perimeterized approach, because to share
information the documents often have to leave organizational perimeters, rendering the
access control technology used to protect the documents ineffective. For example, if a GP e-
mails an EPR to a clinical consultant at a hospital, or gives them access to an online
repository from which the EPR can be downloaded, the document that comprises the EPR
moves from within the GP’s perimeter to the hospital’s perimeter which, by definition, means
the perimeterized controls used to restrict access within the GP’s perimeter cannot be used to

enforce access control rules.

The identification of this as an issue is supported by the number of reported recent
information exposures and losses, including 25 million personal records lost by Her
Majesty’s Revenue and Customs (HMRC), due to careless control or theft of remote working
devices such as laptops, portable storage drives and mobile phones [BBC07a], [BBCO07b],
[Esp08], [BBCO08a], [BBCO8b], [Cor08]. This evidence further increases the pressure and
need to retain control over distributed information. The interim solution within HMRC, as

outlined in the Transformational Government annual review [HMGO7], has been to put a
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complete ban on the transfer of bulk data without adequate security, such as encryption, and
to disable the downloading of information onto removable media unless a senior manager
overrides this for critical purpose. The same report details that the Crown Prosecution Service
(CPS) has done something similar, needing the explicit permission of the IT security officer
to download information to removable media. These are organisations that need to share
information outside their perimeters for audit and case working processes, but are now

heavily restricted because of recent data losses.

To extend the framework to represents this issue, we need to introduce the concepts of

domains, perimeters and enforcement controls.

A perimeter in this context is the interface between Internet-connected users and
organisation-owned documents. This is typically deployed at the gateway to an organisation’s

network.

A domain in this context comprises a subset of all perimeters that have a common and agreed
information classification scheme and set of access control rules. For example, a domain
could be a collection of organisations with common national purpose such as hospitals within
the National Health Service or Government departments, or a wider international purpose

such as the G8 forum.

An enforcement control in this context is a technology that makes decisions on whether to

allow or deny document access to a user, and enforces the decision.
Thus,
Let 7 be the set of all machines connected to the Internet
Let M be the set of all domains within the Internet
Let P be the set of all perimeters
Let E be the set of all enforcement controls

This thesis is focused on information security in distributed collaborative computing
environments; therefore, we can assume that this environment contains all machines that are

connected to the Internet. Thus, our applicable environment is /.
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All organisations have perimeters. All domains have perimeters. However, a domain can be a

subset of all perimeters, when comprised of several organisations.

Perimeters are used to manage access to information held within them. They contain
documents managed by the organisation, rules defined to control access, and enforcement
controls to make access control decisions and enforce them. A given organisation’s perimeter
therefore can be formulated as P, = <{di..dh},{r1../n},{€1..€n}>, which represents a

perimeter containing a subset of all documents, rules and enforcement controls.

With the perimeterized access control approach, documents depend on the perimeter to
mediate between users and enforcement controls to ensure access in not granted to documents
without a user being authorized by the enforcement control. The mediation works by a user
sending an access request to an interface at the perimeter of the organisation that stores the
documents. The request will include the document identifier (dx), the user’s identity (u,) and
a requested action (a;), for example ‘read’ or ‘write’. The perimeter interface will invoke an
enforcement control from the set {e;...en}, to make the access control decision for a document
dy, using rules from the set {r1..rn}. The first job of the enforcement control is to look up the
user and document security labels from their identifiers. The access control decision function
f(cru-craai¥s) is then used to make that access control decision, being passed the user and
document labels, requested action, and set of rules to use when making the decision. The
decision is then enforced by the enforcement control. The key issue with this approach is the
reliance on the perimeter interface to ensure the enforcement control is invoked, and the
requirement for the access control decision function to know where to find the set of rules to
use. If the document is not within the perimeter, the enforcement control can be bypassed.
Even if the control is enforced, and it attempts to invoke the access control decision function
outside the perimeter, the function would not know where to find the rules to use to make its
decision. The decision function cannot be executed outside the perimeter, unless the user
label (cr,), document label (ciy) and set of rules (#, ) are able to be interpreted and enforced
within a different perimeter. To achieve this requires an agreed information classification
scheme and set of access rules between perimeters, something characteristic of a domain in

the context defined above, but something that seldom exists outside of pre-defined domains.

A domain M is effectively a subset of all perimeters. That is M C P. Domain subsets of P can
be exempt from the problems of the perimeterized access control approach because they can

agree a shared classification scheme and set of rules, which means they can interpret user and
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document labels, implement the access control decision function, and enforce the rules

between its perimeters.

However, domains are difficult to construct between organisations that deal with very
sensitive information but need to share information to collaborate, such as GPs and hospitals,
or the organisations that collaborate in the design of Boeing aircraft, where the concern is the
exposure of information such as personal information protected by data protection laws or
unpatented intellectual property. The information owner must remain in control of who
accesses this information, and thus, in control of the set of rules that govern its access. This
means the set of rules of an organisation (#,) must remain within the owner’s perimeter, to
prevent anyone modifying them. Thus, the perimeterized approach cannot support
information sharing in distributed collaborative environments because the access control rules
cannot be enforced by the access control function of another perimeter, without leaving the
control of the information owner. Thus, sharing information outside the perimeter becomes

very limited.

To combeat this, a study is required into how perimeterized access control functionality can be
configured more appropriately, such that the enforcement of access control rules is available
to support the situation where a document moves outside the perimeter, as it would in a
distributed information-sharing scenario, but where the rules remain under the control of the

owner so that they can manage and modify the access control policy to their requirements.

The main aim of this research is to define an advanced framework that will provide a
platform for the enhancement of existing access control approaches, to allow individuals and
businesses to share information required for collaboration where, previously, limitations in
technology may have restricted their ability to share such information, due to: small amounts
of highly restricted content in a resource raising the classification of the entire resource or;
the requirement to retain sustained control over the information to comply with data
protection laws. Also, to reduce the likelihood of the kind of information exposures and

losses that have been reported recently.

The motivation for this research, based on observations of real-world security breaches and

scenarios, indicates that important issues needing to be addressed are:

* Enabling the refined, granular classification and labelling of information that reflects

varying levels of content security requirements within an information resource.
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¢ Defining, modifying and enforcing access control policy on information shared

outside the perimeter in distributed collaborative Internet connected environments.

1.3. Hypothesis

The hypothesis of the research is as follows.

A document’s content can have security enforced at different levels of granularity within
the overall document, and the rules defining its access control are always modifiable and

enforceable in an Internet connected environment, no matter where the document is held.

1.4. Research Methodology

A literature review will investigate how to enforce controls outside the secure network
perimeter by analysing how existing work applies access controls inside the perimeter, and
then identifying how to extend this to allow them to be applied outside the traditional
perimeter of control. The review will focus on how well current access control models and
technology support the owner of an information resource in the protection of their
information, identifying shortcomings in current approaches and looking at what can be done
to improve support for the owner from an access control point of view. Furthermore, from a
collaboration information security perspective, it will also investigate the extent to which
currently implemented access control technologies support collaborative working, focussing
on information security once access has been granted to a collaborating partner, and how this
can be sustained in distributed collaborative environments. This includes the current levels of
access control granularity available for an information resource, that is, how far the owner
can drill down into their resource to apply access control restrictions, and the current ability

to retain control of information after it has been shared.

If information is to be protected at finer levels of granularity, then there is a need to classify
information content at different levels, in order to apply the proposed protection to it.
Research into classification schemes, both governmental and commercial is important, as it
will inform the development of a classification scheme for use in information sharing, and
investigate the possibility of a common format for representation of information classification

labels.
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To get a clear understanding of the business, legal and technological motivation behind
existing methods and approaches, the literature review will take a bottom up approach. This
will begin with an investigation of the early security methods published some thirty years
ago, and build on these foundations to determine, through risk assessment, the emerging risks
associated with the development of contemporary distributed collaborative working
environments. Supporting mechanisms such as standards and best practice currently used for
access control, methods for securing information in situ and in transit, information
classification schemes, and handling proprietary documents across distributed, homogenous

systems, will be considered against current approaches.

The limitations of existing technology and the resulting risk to information, identified from
the literature review, will define a system threat model, which will be the basis of a
requirements definition for an extension of the basic access control framework that is better

suited to the modern collaborative working approach.

To test the feasibility of implementing the resulting framework, a prototype application will
be developed that will attempt to codify the formulae and rules that emerge through the
research. Once implemented, the system threat model will be used, together with the initial
hypothesis, to evaluate whether or not the extended framework can be used to support the
statement in the hypothesis, and mitigate the threats identified in the threat model. This will
identify weaknesses in the framework and the prototype and perhaps identify other risks and

issues that were not captured in the initial risk assessment.
1.5. Contribution to Information Security

The major contribution of this thesis is a framework that supports i) the concept of granular
information classification, to the content level within a document, rather than being limited to
the document in its entirety, and ii) the concept of a de-perimeterized approach to access
control enforcement, such that access control policy can continue to be modified and
enforced, even after information has been shared outside an organisation’s perimeter and
stored anywhere in an Internet connected environment. The framework enables resource
owners to identify sensitive sections in their information resources and apply multiple
classification labels to content within the resource, in addition to classifying the resource as a
single entity. The framework also enables resource owners to retain access control of their

information, even after it has been shared outside the perimeter. Retention of access control
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allows changes in security requirements to be enforced on information that has already been
shared, enabling revocation of access to some parts of a resource, or complete redaction of
the information to occur, no matter where the resource is stored or how many times it is

replicated.

The framework has been implemented in a prototype application. The application has been
used to test the feasibility of the framework. That is, to prove that it is possible to codify the
concepts of the framework and implement its functionality. If the framework is applicable to
an individual’s research agenda or security requirements, the application itself can be

considered a contribution.

1.6. Arrangement of Thesis

The thesis presents the understanding of the problem, an analysis of electronic information
management, existing access control models, techniques and technology, a risk assessment
and derivation of a system threat model as a requirement specification for new access control
technology, and the development and implementation of new technology in response to this

problem, thereby supporting the claims of the hypothesis.

Chapter 2 gives an understanding of the nature and purpose of collaborative working
environments, together with a risk assessment and system threat model for information
sharing in such environments. It details recent information exposure cases and the responses
from governing bodies to these cases by the introduction of new legislation and
reconsideration of the way people work and collaborate in the light of this. Finally, it
identifies the personal and business drivers for an advanced approach to access control that
defines the need for protection against information exposure and corruption in distributed
environments, as well as some of the legal issues that could arise as a result of not providing

these facilities.

Chapter 3 investigates current access control methods in relation to the collaborative
distributed working domain. This section is largely focussed on the development of the
access control framework and forms the basis for comparison of current technologies within
the framework, and emerging risk identified in collaborative distributed working

environments.
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Chapter 4 is an analysis of existing access control technology placed within the framework.
The aim of this section is to identify the shortcomings of existing approaches to access
control when considering the new framework and risks associated with the currently
emerging electronic environments in the light of the complexities and requirements needed to

deal with this risk.

The final part of Chapter 4 investigates the current approaches to information classification.
Namely, how information content with varying levels of access restriction requirement can be
assigned labels that identify the content as having a certain classification and how access to it

should be restricted.

Chapter 5 details the design of a prototype application that is used to test the feasibility of
implementing the framework. This builds on current information security methods and
technologies, to implement a framework more capable of handling information sharing in

Internet connected environments.

Chapter 6 goes on to evaluate the framework by testing the results of its implementation and
identifies advantages and limitations with both the framework and the approach used to

implement and test it.

Chapter 7 includes the conclusions of the research and identifies future work to be carried

out.
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Chapter 2 - Electronic Information Management

The emergence of high-speed networks in support of Grid Computing [FKNTO02], Service-
Oriented Architectures (SOA) [PL03], Web 2.0 [Ore07], and Cloud Computing [Hay08], and
an ever increasing connection to mobile Internet [VCO02] has dramatically enhanced the
connectivity and data transfer potential between distributed Information Systems (IS). IS
users can now use electronic devices such as PDAs, mobile phones and laptops to send and
receive data through high-speed network connections and wireless communication protocols
enabling an underpinning infrastructure for collaborative working, through the sharing and
co-development of information resources. It is now feasible that in the not too distant future;
people, electronic agents, services and devices may seamlessly interact with any number of
IS under autonomous control [KFJGO06], creating an ambient communication environment

[Lin05] in which information sharing and collaboration between organisations can occur.

Innovation has led to the evolution of internal and inter-organisational business practices to
support on-demand collaboration between geographically dispersed users, electronic
information resources and electronic services [She00]. Enabling technology such as Web
Services and Service Oriented Architecture (SOA), which will be introduced in the next
section, can traverse organisational information system network perimeters allowing
collaborative working through audiovisual conferencing technologies and electronic data
interchange. This thesis focuses on the information security requirements and emerging risks
to information shared within distributed collaborative working environments such as Virtual

Organisations (VOs).

This chapter extracts the requirements for information security within collaborative working
environments from the literature, and draws attention to the emerging risks associated with
the nature of such environments, as new methods of collaborative working are introduced and

as social attitude towards online collaboration shifts to a shared information culture.
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2.1. Virtual Organisations

Foster and Kesselman, prominent researchers in collaborative distributed computing [FKTO01]
define a VO as a set of individuals and/or institutions that support highly controlled resource
sharing. Resource providers and resource consumers in a VO clearly and carefully define
exactly what is shared, who is allowed to share, and the conditions under which sharing
occurs. They also define the purpose of a VO as being used for the sharing of distributed
processing power in highly processor intensive applications. This was arguably the founding
reason for VOs, which is in line with the development of high speed networks, and processor
farms that acted as a springboard for Grid computing, high performance computing and
distribution of processor intensive tasks [FKNTO02]. However, the technology that emerged to
enable such VOs now supports the management of ad-hoc integration and connectivity
between inter-organisational, distributed, heterogeneous information systems, through a
mapping of organisational roles into an electronic environment [CAGL97, Var02, PCH+06].
VO infrastructure allows information to be shared within the VO controlled domain and
stored within the autonomous network perimeters of the distributed collaborating partners

[Var02].

VOs can be dynamically formed and dispersed as required, thus allowing a virtual team of
collaborators to allocate roles, responsibilities and resources, just as they would in a real
organisation. The difference being that these organisations only exist as a virtual team formed

for a particular task or activity, and the VO infrastructure supports their collaboration.

The role of a collaborator in VOs can change regularly from system-to-system with varying
levels of responsibility and information access privileges [PCC+06]. The ad-hoc nature of a
VO makes it difficult to define a static set of users, roles and resources upon which
information security constraints can be defined. The development of the infrastructure to
support VOs as a collaborative technology has created a new generation of information
exchange capability. This leads to a new level of threat, new vulnerabilities, and new
requirements for information protection. It is the security management during information
interchange and collaborative development in VOs that drove the research described in this
thesis. Thus, it is important to look at the supporting technologies for VO functionality in
order to understand the transfer infrastructure for distributed information, and the

vulnerabilities and threats that are present.

18



$.0(

&*

%

%

#

01

$,

(

&*

B#EC@D

9&

%

9&

&*

& *
9&



sharing of information may require the transfer of information outside of the network
perimeter of the organisations that own the information. The vulnerability of this lies with
traditional information security being based on a perimeterized security model, which means
that, while connectivity between disparate IS can be achieved, controls cannot be applied to
information after it has been shared in this way and has moved outside the perimeter. This
provides motivation for research into a suitable access control model to protect information

after it is shared in this way.

2.1.2. Web Services

IBM’s definition of Web Services states that “Web Services are self-contained, modular
applications that can be described, published, located, and invoked over a network, generally
the World Wide Web” [One03]. In relation to an SOA, Web Services are effectively the
services involved in the publish-find-bind paradigm, connected over the Web, hence the

name, Web Services.

The major difference between Web Services and previous distributed computing technology
such as CORBA [Vin97] and DCOM [CHY+98], is that Web Services use what is known as
dynamic binding. This means that any application wishing to invoke a Web Service can be
dynamically composed and can bind to the service upon being run for the first time. Other
technologies such as CORBA and DCOM require an application wishing to invoke a
distributed service to be previously aware of the binding and communication paradigms, and
information input/output requirements used in the remote service. This means that
applications invoking the service require the hard-coding of this information into the
application, which reduces the dynamism, flexibility and adaptability of the application. Web
Services use structured service descriptors published in files known as Web Service
Description Language (WSDL) documents [CCMWO01]. WSDLs contain the binding and
communication paradigms, and input/output requirements of the service, and are made
publicly available on a network so that they can be utilised when required to compose an
application that invokes the service. WSDLs are structured and standardised across all Web
Services meaning that Web Services are programming language and operating system
independent. CORBA and DCOM are not independent, as they require prior knowledge of
the remote services’ object types and programming languages. The nature of Web Services
makes them ideal for supporting collaborative working through an SOA in VOs. They allow

organisations to communicate in real-time, without any human involvement in setting up the
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communication, and the potential heterogeneity due to the operating systems and
programming languages used at each end is not an issue. However, the use of Web Services
also means that the information used within and between services must be dynamically
accessible. This provides further motivation for research into the protection requirements of
information in this situation. In earlier distributed computing activity when the binding
between distributed services had to be hard coded, it was possible to identify the information
required during the interaction and the users who would be using the services. This allowed
the owner of the information the opportunity to apply access control restrictions to the
information. With the dynamic nature of Web Services, this becomes increasingly difficult to
implement since the authorised users of the services change frequently, as does the
information usage. Thus, the information requirement is not obvious until the services bind.
This dynamic information sharing and usage requirement motivates investigation into a

suitable method for protection and access control in these situations.

2.2. Collaborative Information Management: The Problem
Defined

With the increasing adoption of dynamic collaborative connectivity between IS’s in VOs,
comes the emerging risk of information vulnerability to exposure, and loss of organisational
control over restricted information. The majority of the current access control technology (see
Chapter 4) involve maintaining a secure perimeter, within which, information resources are
stored. The perimeter model assumes intense, scrutinised access control is enforced with a
basic precept that nobody would breach that perimeter and have access to the resource, unless
they have been granted the necessary permissions. The granting of access and usage
permissions, or privileges, is usually dealt with by information security administrators. This
group of people within an organisation are responsible for the definition and enforcement of
the protection and restriction requirements for information owned or stored by the
organisation. Aside from the fact that the network perimeter doesn’t always stand up to
intruder hits [BERROS], and control over restricted information can be lost despite these
preventative measures, the adoption of collaborative working environments and dynamic VO
formation has meant that information must be shared and accessed outside the network
perimeter, to allow information to be shared with the right people at the right time to enable

collaborative working [HMGO8b].
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The initial motivation for this research stems from work on the DTI funded COVITE project
[BPJ+05] that investigated early Grid and Web Service techniques for information sharing
within VOs. The VOs involved in the COVITE study were made up of collaborating
members of project consortia within the construction industry. COVITE produced an
infrastructure for distributed searching of heterogeneous, autonomous supplier databases to
support the electronic procurement of products and services required during the lifetime of a
construction project. A major concern of collaborating partners who provide information to
the consortia (supplier database owners) is how much control they have over their
information once it has left their systems (perimeter). They have discretionary control over
who is allowed to search their databases and can restrict the tables and columns of the
databases that are queried on site and want similar control when the information moves to
another site. This detailed, often sensitive content is vital to the business process of the
suppliers. Its protection outside of the local system and within a VO domain is an important
concern when the supplier is considering its release to the VO for collaboration to occur, and
this must conform to the information security requirements of the supplier. Suppliers must be
able to trust the VO security infrastructure to provide the desired level of control over shared
information. This level of control of information was not possible at the start of the project in
2002 or at the end of the project in 2005. Quite often, when conducting interviews with
suppliers about the COVITE proposals, the response was that unless they had full control of
what happened to their information outside their information system perimeter, they would
not consider letting the information leave their system. This response indicated the
weaknesses in current information sharing controls and how lack of continuous control over

information hinders its usage in distributed collaborative working.

Recent contributions to research into access control of shared information in collaborative
working, detailed in Chapters 3 and 4, have focused on enforcing controls based on a
perimeterized approach, where information resources reside within a secure perimeter such as
the network of an organisation or on a personal computer [WSF+03], [CO02], [TIM+99],
[ACC+03]. The rules that define the users, roles and access controls to shared resources are

typically developed within VOs and are enforced within a perimeter boundary.

However, for collaborative working to occur, which enables collaborators to access and
contribute to information resource content, it is sometimes necessary for information to be
shared outside the perimeter and stored on the information systems of fellow collaborators, as

occurred in the COVITE project [BPJ+05], and is still occurring in scenarios such as
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Electronic Patient Record sharing [And08], as described in Chapter 1, and in government
services. The scope of information sharing in government is defined in the Information
Commissioner’s Data Sharing Review, 2008 [TWO08] which states that personal information
must often be shared to protect national security, to help prevent crime, and to identify the
perpetrators of crime. In times of a heightened risk of terrorism, agencies, typically, but not
necessarily in the public sector, are increasingly sharing or pooling relevant information
about people identified as presenting a risk of harming others. It goes on to detail that it is
self-evident that personal data must be shared in order to achieve these purposes, but that this
begs questions about the scale and circumstances of the sharing. Collaborating agencies will
add and modify the content of the shared information, passing the latest version of the
information between them over whatever data transfer mechanisms they choose. In this
scenario it becomes practically impossible to enforce perimeter-based security as the

information is moved outside of the perimeter.

The UK Government is facing the same issue with its Transformational Government agenda
[HMGO8a], which outlines a “shared services culture” in terms of information and
infrastructure, and aims to empower public service users with a greater level of control over
the information held about them and available to them. Websites such as Direct.gov.uk and
Businesslink.gov.uk have already been developed with the aim of creating a central point for
users to access information generated and managed by many different Public service sectors.
The “Data Handling Procedures in the Government” report [HMGO8b] commissioned by the
Prime Minister in June 2008 states that Public service delivery relies on the right information
being available to the right people, while the 2007 Transformational Government Annual
Report [HMGO7] states that public and private sector organisations need to be able to share
information securely in order to be able to provide these services. This neatly summarises the
current situation with regard to information sharing. It is recognised that information needs to
be shared and accessed by authorised people, often outside of a secure perimeter, in order for
collaboration between organisations to occur and for efforts such as Transformational
Government to succeed. At the same time, organisations need to be able to perform this
sharing of information in a secure manner, which is proving to be very difficult to achieve as
existing approaches to securing information when sharing information and working outside
the perimeter clearly have weaknesses, as demonstrated by the number of recent news articles
identifying information security breaches. Some of these are summarised in the next

paragraph.
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In November 2007, HM Revenue and Customs lost discs containing the personal details of 25
million people [BBC07a]. This was followed by news in December 2007 that nine NHS
trusts in England had lost patient records [BBCO7b]. In January 2008, four CDs containing
personal details from court cases were lost by the Courts Service [Esp08]. Also in January
2008, a laptop was stolen containing the personal details of 600,000 people who had
expressed an interest in, or applied to join, the Royal Navy [BBC08a]. HSBC revealed that a
disc containing the details of 370,000 people had been lost in April 2008 [BBCO08b]. In July
2008, it was revealed that 121 memory sticks had been missing or stolen from the Ministry of
Defence since 2004, three of which contained information classified as ‘secret’ and nineteen
contained ‘restricted’ information [Cor08]. These are just a selection of the reported cases,
which show the wide range of national, civil, and commercial services involved. It is not
down to technology alone that these losses are occurring. It is also important to consider the
procedures and policies put in place within the organisations to protect information, as
defined in the ISO 27001:2005 information security management specification [ISO05], and
how well the employees of the organisations are educated in how to apply those procedures.
However, the recent information exposure and loss due to careless control or theft of remote
working devices such as laptops, portable storage drives and mobile phones, further increases
the need to maintain control over distributed information outside the perimeter. The HMRC
data loss prompted the development and publication of the Data Handling Procedure in
Government report by the cabinet office [HMGOS8b]. This report defines how the UK
Government has introduced new measures to protect information including the obligatory use
of protective measures such as encryption, and controls for use with mobile devices and
access to records. In the healthcare domain, the UK National Health Service (NHS) has also
defined a National Encryption Framework and Encryption Code of Practice [NHS],
mandating the use of encryption for information that is to be moved outside the perimeter.
These reports are intended to protect all personal data, while recognising that some data
requires a greater degree of protection than others. A significant research problem then, is
how to maintain control over information outside the perimeter and how to classify

information according to its required degree of protection.

In addition to the embarrassment that organisations incur when the news of data losses hits
the headlines, it could be argued that the traditional approach to protecting information
resources in their entirety within a network perimeter, and not effectively maintaining control

of the information once it leaves the perimeter, is not a satisfactory approach to complying

24



with the requirements of the UK Data Protection Act (1998) [DPA98]. The DPA states that
controllers of data must ensure that “measures ensure a level of security appropriate to the
harm that might result from such unauthorised or unlawful processing or accidental loss,
destruction or damage”. Perimeterized control could be seen as no longer appropriate for
protecting information shared in collaborative distributed environments, as essentially there is
no control outside the perimeter. If this were the case then it is also feasible that people could
begin to take legal action against organisations that lose information held about them. Section
13, Part II of The Data Protection Act 1998 provides legislative backing for people to do just
that, and states that “an individual who suffers damage by reason of any contravention by a
data controller of any of the requirements of this Act is entitled to compensation from the
data controller for that damage”. Currently, in the UK, repercussions facing an organisation
are legislative and can enable financial punishment to be enforced. The Prime Minister has
recently requested that the Information Commissioner conduct an independent review of data
sharing to consider the way the Data Protection Act (1998) operates in the UK, and the
options for implementing any such changes, as well as recommendations on the powers and
sanctions available to the regulator and courts in the legislation governing data sharing and
data protection. This report [TWO08] states that an amendment to the Data Protection Act will
give the Commissioner the power to impose civil penalties on any data controller (public or
private) who breaches the data protection principles deliberately or recklessly. This means
that the person in charge of data protection is personally liable, if there is a breach of data
protection on the information they control. This is particularly relevant to the scenarios
described in these first two chapters, as they involve the sharing of personal information that

would be governed by the Data Protection Act.

One could argue the amendments to the Data Protection Act will create a more vigilant and
security conscious information officer, but equally it could be argued that this amendment
does not bode well for the uptake of information sharing while technology cannot provide an
appropriate means of securing shared information. If sharing information means there is a
chance a person’s finances, future employment, or even freedom are at risk, they will be
much less likely to allow that information to be shared, if they cannot be certain the
information will remain secure in a distributed collaborative environment. Given the recent
data loses, this is evidently not a guarantee they can currently be offered. Thus, this scenario
once again presents the problem of how to maintain control over information outside of the

perimeter.
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The interim solution within HMRC, as outlined in the Transformational Government annual
review [HMGO7], has been to put a complete ban on the transfer of bulk data without
adequate security, such as encryption, and to disable the downloading of information onto
removable media unless a senior manager overrides this for critical purpose. The same report
details the reaction of the Crown Prosecution Service (CPS) who have done something
similar; by needing the explicit permission of the IT security officer for downloading

information to removable media.

These recent reports by HM Government, together with the COVITE and healthcare

scenarios have highlighted two major points:

1. There is a desire to share information between collaborating organisations to provide
more accurate and efficient provision of services. Transformational Government aims
to facilitate the sharing of information between Public sector services and the
population of the UK. COVITE requires the sharing of supplier data in product and
service searches. In healthcare, patient information is shared between the
organisations treating the patient. Thus this need is present in both public and private

sectors.

2. There is not enough protection available to facilitate the sharing and storage of
information outside the perimeterized information systems of these collaborating
organisations. This is evident in the actions of HMRC and the CPS who, by banning
the transfer of information to removable media, have effectively put a definite limit on

the ability to share information with external organisations.

These two points define a clear weakness in the current information security domain, and
underpin a research agenda to investigate the problem of content-based access control to

information shared outside of an information system perimeter.

The Jericho Forum, a working group of information security officers/architects from some
very large organisations such as Boeing, HSBC, and the pharmaceutical company
AstraZenica, has also identified these weaknesses and has coined the term de-
perimeterization (De-P) to describe it [Jer07]. De-P is the realisation that information system
perimeters are becoming less effective due to the expanding boundaries of organisational
network perimeters in support of collaborative working. They believe the expansion will

reach a point, where information would be better protected if the perimeters were no longer
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